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BACKGROUND AND CHALLENGE 
It is currently impossible to detect all key adverse events and patient 
outcomes in large-scale, long-duration clinical trials, even in trials with 
many dedicated staff tasked with identifying such events. Despite the 
best efforts of case managers and other field personnel, medical 
records are often are incomplete, difficult to decode, and contain 
vague or misleading information. Worse, study participants can seek 
care at facilities not monitored by the study (e.g., while travelling), and 
participants can forget to notify study personnel of relevant changes 
in their health status. All of these factors, and others, increase the 
likelihood that critical adverse events and patient outcome endpoints 
will be missed. 
 
Missed endpoint events pose a particularly vexing problem for studies 
such as vaccine trials, in which tens of thousands of participants, 
distributed over an extremely broad geographic area, must be 
monitored for months for symptoms that might be quite subtle or 
might seem to participants to be irrelevant. The standard approach to 
endpoint detection in such trials is tracking of patient admissions to 
care providers by surveillance at sentinel centers and regular review of 
records from general practitioners. However, this approach carries a 
substantial risk of missing data, given its reliance on reporting 
provided by a large number of individuals. The more endpoint events 
are missed in a clinical trial, the higher the chance that trial will fail, 
not because the intervention is ineffective but because the efficacy of 
the intervention is less likely to be detectable statistically. Therefore, 
development of a system to improve endpoint event detection will 
improve the likelihood of trial success. 

TECHNOLOGY DRIVEN SOLUTIONS
One option is to utilize technology-based solutions to improve the 
detection of key endpoint events. In short, an app installed on 
participants’ own phone can be loaded with detailed location 
information about nearby medical providers. The app would use 
geospatial data from the phone to intelligently recognize possible 
endpoint events by sensing when a participant visits a provider, 
prompt the participant for further information, and flag them for case 
management follow-up.

Such apps should be built to accommodate a large population of 
clinical trial participants over a long duration. A successful recent 
proof-of-concept study of a geofencing app demonstrated the 
feasibility and potential of this approach, and large-scale studies 
using the platform are planned.  
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GEOFENCING 
Geofencing refers to a method to identify when a device enters a bounded geographic area by processing GPS and 
telemetric data locally on the device, comparing the location data stream to a set of predetermined regions of interest. 
The primary advantage of geofencing over other location tracking methods is that identifiable location data need not 
leave the device, except insofar as time spent within geofenced boundaries is logged by the system. Thus, geofencing 
is particularly attractive from the standpoint of patient privacy and data security, as sensitive and irrelevant 
information about patients’ location is neither stored nor transmitted. 
 
Generally, patients have reported a willingness to allow usage of phone location data for research when privacy 
protections are strong,1,2 and for coordination of care.3 While an app based geofencing solution to identify clinical trial 
endpoint events is innovative and novel, previous smaller-scale studies have demonstrated the acceptability and 
feasibility of phone-based geofencing as a tool for automated identification of patient interactions with the 
healthcare system. In a pilot study, geofencing methods were used to identify hospitalizations in cardiac patients 
undergoing catheterization and electrophysiological procedures.4 Geofencing has also been used successfully to 
detect and intervene when patients visit predetermined problematic places (e.g., troubling locations among children 
with anxiety or locations associated with nicotine consumption among people quitting smoking).5,6 More broadly, 
geofencing has been used to measure individuals’ exposure to noxious environmental conditions (e.g., pollen or 
noise),7,8 and it is under development as a tool to detect wandering behavior in dementia and other conditions.9,10 
 
Outside healthcare, geofencing has become popular tool for major retailers and other businesses to improve service 
to customers using their apps. For example, Home Depot uses geolocation to enable in-store product location and 
McDonalds uses it to optimize food preparation based on customers’ proximity.11 Such uses show the general 
acceptance of geofencing methods by members of the public and indicate that many people are already familiar and 
comfortable with the technology.  

TECHNOLOGY DRIVEN SOLUTIONS



PROVIDER VISIT DETECTION, CATEGORIZATION,
AND CASE MANAGEMENT 
Geofencing apps would detect healthcare provider visits by comparing the participant’s location to a directory of 
nearby geofenced areas. Once a geofence entry or exit is detected, the app logs the date and time of the event, 
prompts the participant to provide more information about the provider location visit, and provides easy access to 
information about the detected events and participant responses to case managers and members of the study team.  
 
Because of operating system and device memory limitations, the practical limit for the number of locations that can 
be actively geofenced on a device at one time is around 30. In small towns and cities, this might be sufficient to cover 
all provider locations, but in larger cities with many more healthcare delivery locations, this limit presents a challenge. 
There is the potential to work around the device limit by dynamically replacing geotagged addresses as each partici-
pant moves around the world, quickly and automatically refreshing the list of geotagged places on the device with 
the nearest locations in a provider database. 
 
Systems should also have the potential to intelligently differentiate between inpatient and outpatient visits based 
on the time spent in the facility (e.g., remaining within a geofenced hospital area overnight), so that each type of visit 
can be handled differently. The system could automatically transmit information about the time, duration, and type 
of the visit (inpatient vs. outpatient, and facility name), and subject information to a case management dashboard. 
Notifications can be built to notify case managers that the participant may require follow-up. Participants can also 
be queried for more information about events of interest using a survey or chatbot interface. 
 
Several complementary approaches may be used to minimize the number of false-positive provider visits logged by 
the system. First, the system can impose a minimum duration threshold for which the device must remain within the 
geofenced area to avoid logging provider visits when the participant is simply passing by. Second, each participant 
could disable notifications for their workplace and home addresses. This is because some participants may work 
within geofenced boundaries (e.g., as a nurse at a local hospital), or live very close to a provider (e.g., in an apartment 
above a medical practice). Third, the system could use machine learning algorithms to dynamically identify provider 
locations that a given participant visits as part of their normal routine for non-medical reasons (e.g., if they frequent 
a coffee shop near a local clinic), then exclude those locations from the list of geofenced areas. Fourth, the location 
database can be updated regularly so that false positives will not occur at out-of-date provider addresses. 
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THE PARTICIPANT EXPERIENCE  
Apps like the one described are intended to be used on participants’ own phones (a ‘bring your own device’ strategy). 
Upon installing the app, participants can be presented with information about the study and about how the geofencing 
system works, as well as comprehension questions, to ensure that each participant understands the research project. 
At the end of the eConsent process, informed consent can be obtained using a hand-drawn signature that is affixed to 
an auto-generated PDF form. 
 
After participants complete the consent process, they could be queried about the office locations of their primary care 
provider and relevant specialists using an intuitive directory search process based on a provider location database. 
Access to this search feature could be made persistent so that participants could add or remove providers at a later 
time as needed.  
 
The geofencing functionality should be designed to run silently in the background during ordinary phone usage. When 
a possible healthcare provider visit is detected, the app can log a possible case in the system, then request information 
about the visit from the participant by sending a push notification asking the participant to answer a set of questions. 
Such questions can be delivered either in a survey format or via a chatbot interface (e.g., “it looks like you visited a care 
facility, can you tell us more?”). Such apps should also provide an option to have persistent chatbot visibility as a way 
for participants to report pertinent events at any time (without waiting for a prompt after visiting a provider). 

SUMMARY
Current standard practices for the detecting endpoint events in large, distributed clinical trials are extremely labor 
intensive and tend to miss many relevant events. Recent advances in mobile technology provide the basis for an 
innovative new approach to the challenge of endpoint detection. Geofencing methods show excellent promise as a way 
of improving detection of adverse events and patient outcome endpoints in clinical trials and appears well-suited for 
successful application in large-scale studies. 
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